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EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Applicant's attorney on 1 1/27/2006. 

The application has been amended as follows: 

1 . A virtual private telephone network for providing encrypted transport of a 
call across a public switched telephone network (PSTN) from a first enterprise location 
to a second enterprise location, said virtual private telephone network being located 
between one or more end-user stations at the first enterprise location and one or more 
end-user stations at the second enterprise location, said virtual private telephone 
network comprising: 

at least one rule associated with the first enterprise location; 

said at least one rule associated with the first enterprise location 

specifying at least one action associated with the first enterprise location to be 

performed based on at least one attribute of the an incoming or outgoing call 

to/from the first enterprise location; 

at least one rule associated with the second enterprise location; 
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said at least one rule associated with the second enterprise location 
specifying at least one action associated with the second enterprise location to 
be performed based on at least one attribute of the incoming or outgoing call 
to/from the second enterprise location; 

at least one first telephony appliance associated with the first enterprise location; 

said at least one first telephony appliance associated with the first 
enterprise location including means for determining said at least one attribute of 
the incoming or outgoing call to/from the first enterprise location; 
said at least one attribute being from a group including: 
the call direction, 
the call source number, 
the call destination number, 
the call type, 

said call type attribute being defined as one of voice, fax, or data 
transfer (modem), 
the call date, 
the call time, 
the call duration, 

the identifier for the extension or direct connect line carrying the 

call, 

the channel through which the call is processed, 
the start date of the call. 
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the start time of the call, 

the end date of the call, and 

the end time of the call; 
said at least one first telephony appliance associated with the first 
enterprise location further including means for performing said at least one action 
associated with the first enterprise location specified in said at least one rule 
associated with the first enterprise location; 

said at least one action being from a group including: 

allowing the call, 

denying the call, 

conducting the call in encrypted mode, 

sending a tone, 

sending a message, 

logging the call, 

generating a report, and 

providing an alert; and 

at least one second telephony appliance associated with the 
second enterprise location; 

said at least one second telephony appliance associated 
with the second enterprise location including means for determining 
said at least one attribute of the incoming or outgoing call to/from 
the second enterprise location; 
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said at least one attribute being from said group including: 
the call direction, 
the call source number, 
the call destination number, 
the call type, 

said call type attribute being defined as one of voice, 
fax, or data transfer (modem), 
the call date, 
the call time, 
the call duration, 

the identifier for the extension or direct connect line 
carrying the call, 

the channel through which the call is processed, the 

start date of the call, 

the start time of the call, 

the end date of the call, and 

the end time of the call; 
said at least one second telephony appliance associated with the 
second enterprise location further including means for performing said at 
least one action associated with the second enterprise location specified 
in said at least one rule associated with the second enterprise location; 
said at least one action being from said group including: 
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allowing the call, 
denying the call, 

conducting the call in encrypted mode, 

sending a tone, 

sending a message, 

logging the call, 

generating a report, and 

providing an alert. 

18. A method for providing encrypted transport of a call across a public 
switched telephone network (PSTN) from a first enterprise location to a second 
enterprise location, said method being implemented between one or more end-user 
stations located at the first enterprise location and one or more end-user stations 
located at the second enterprise location, said method comprising the steps of: 

defining at least one rule associated with the one or more end-user 
stations located at the first enterprise location; 

said at least one rule associated with the one or more end-user 
stations located at the first enterprise location specifying at least one action associated 
with the first enterprise location to be performed based on at leaist one attribute of the 
an incoming or outgoing call to/from the first enterprise location; 

defining at least one rule associated with the one or more end-user 
stations located at the second enterprise location; 
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said at least one rule associated with the one or more end-user 
stations located at the second enterprise location specifying at least one 
action associated with the second enterprise location to be performed 
based on at least one attribute of the incoming or outgoing call to/from the 
second enterprise location; 

determining said at least one attribute of the incoming or outgoing 
call to/from the first enterprise location; 

said at least one attribute being from a group including: 
the call direction, 
the call source number, 
the call destination number, 
the call type, 

said call type attribute being defined as one of voice, 
fax, or data transfer (modem), 
the call date, 
the call time, 
the call duration, 

the identifier for the extension or direct connect line 
carrying the call, 

the channel through which the call is processed, 
the start date of the call, 
the start time of the call, 
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the end date of the call, and 
the end time of the call; 
determining said at least one attribute of the incoming or outgoing call to/from the 
second enterprise location; 

said at least one attribute being from a group including: 
the call direction, 
the call source number, 
the call destination number, 
the call type, 

said call type attribute being defined as one of voice, 
fax, or data transfer (modem), 
the call date, 

the call time, the call duration, 
the identifier for the extension or direct connect line 
carrying the call, 

the channel through which the call is processed, 
the start date of the call, 
the start time of the call, 
the end date of the call, and 
the end time of the call; 
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performing said at least one action associated with the first enterprise location 
and specified in said at least one rule associated with the one or more end-user stations 
located at the first enterprise location; 

said at least one action being from a group including: 
allowing the call, 
denying the call, 

conducting the call in encrypted mode, 

sending a tone, 

sending a message. 

logging the call, 

generating a report, and 

providing an alert; and 
performing said at least one action associated with the second enterprise 
location and specified in said at least one rule associated with the one or more end-user 
stations located at the second enterprise location; 

said at least one action being from a group including: 

allowing the call, 

denying the call, 

conducting the call in encrypted mode, 
sending a tone, 
sending a message, 
logging the call, 
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generating a report, and 
providing an alert. 

35. A method for providing encrypted transport of a call from a first 
geographically separate location, across a public switched telephone network (PSTN), 
to a second geographically separate location, said method comprising the steps of: 

defining at least one rule associated with the an incoming or outgoing call 
to/from one or more end-user stations located at the first geographically separate 
location; 

said at least one rule associated with the incoming or outgoing call to/from 
one or more end-user stations located at the first geographically separate location 
specifying one or more actions associated with the first geographically separate location 
to be performed based upon one or more attributes of the incoming or outgoing call 
to/from the first geographically separate location; 

said one or more attributes being from a group including: 

the call direction, 

the call source number, 

the call destination number, 

the call type, 

said call type attribute being defined as one of voice, 
fax, or data transfer (modem), 
the call date, 
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the call time, 
the call duration, 

the identifier for the extension or direct connect line 
carrying the call, 

the channel through which the call is processed, 
the start date of the call, 
the start time of the call, 
the end date of the call, and 
the end time of the call; and 
said one or more actions being from a group including: 

allowing the call, 
denying the call, 

conducting the call in encrypted mode, 

sending a tone, 

sending a message, 

logging the call, 

generating a report, and 

providing an alert; 

defining one or more rules associated with the incoming or outgoing call to/from 
one or more end-user stations located at the second geographically separate location; 

said at least one rule associated with the incoming or outgoing call to/from 
one or more end-user satiations located at the second geographically separate location 
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specifying one or more actions associated with the second geographically separate 
location to be performed based upon one or more attributes of the incoming or outgoing 
call to/from the second geographically separate location; 

said one or more attributes being from a group including: 

the call direction, 

the call source number, 

the call destination number, 

the call type, 

said call type attribute being defined as one of a 
voice, fax, or data transfer (modem), 

the call data, 
the call time, 
the call duration, 

the identifier for the extension or direct connect line 
carrying the call, 

the channel through which the call is processed, 
the start date of the call, 
the start time of the call, 
the end date of the call, and 
the end time of the call; and 
said one or more actions being from a group including: 
allowing the call, 
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denying the call, 

conducting the call in encrypted mode, 

sending a tone, 

sending a message, 

logging the call, 

generating a report, and 

providing an alert; 

determining said one or more attributes of the incoming or outgoing call 
to/from the first geographically separate location; 

determining said one or more attributes of the incoming or outgoing call 
to/from the second geographically separate location; 

performing said one or more actions associated with the first separate 
location in accordance with said one or more rules associated with the incoming or 
outgoing call to/from one or more end-user stations located at the first geographically 
separate location; and 

performing said one or more actions associated with the second separate 
location in accordance with said one or more rules associated with the incoming or 
outgoing call to/from one or more end-user stations located at the second 
geographically separate location. 



Conclusion 
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3. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Rasha S AL-Aubaidi whose telephone number is (571) 
272-7481 . The examiner can nomially be reached on Monday-Friday from 8:30 am to 
5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor. Wing Chan, can be reached on (571) 272-7493. 
Infomnation regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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